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Principles of Zero Trust

Instead of assuming everything behind the corporate firewall is safe,
Zero Trust assumes an open environment where trust must be validated.

« Assume breach — Assume that attackers will succeed (partially or fully) and design accordingly
« Verify explicitly — Validate trust of users, devices, applications, and more using data/telemetry

« Use least privileged access — to limit the impact of any given compromise

Microsoft is actively working with NIST, The Open Group, CISA, and many others

across industry to harmonize definitions, model, and architectures for Zero Trust




Zero Trust components

The Zero Trust model and controls applies across technologies
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Zero Trust Approach from Microsoft
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Microsoft Zero Trust Capabilities
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Microsoft Security 5

Video Phishing attack

https://janbakker.tech/
how-to-set-up-evilginx-to-phish-office-365-credentials/
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Video created by Jan Bakker - https://janbakker.tech/how-to-set-up-evilginx-to-phish-office-365-credentials/



Video created by Jan Bakker - https://janbakker.tech/how-to-set-up-evilginx-to-phish-office-365-credentials/



Microsoft Security

Voordat we verder gaan

Waarom je Azure subscription beveiligen en wat bevellig je eigenlijk?



Azure Fraud-case Example $670.000 cumulative s——

Could have been avoided with better cyber-hygiene
« By enabling MFA with no session persistence 4 Azure Regions / ;
« Privilege Identity protection AT S

« Logging / Auditing / Alerting

Phishing Opens

mail attachment Brute force account or e uea eedlEd) s
. @ ..use stolen account credentials

_____ % subscription owner
\ ot \ from blabla.com. / Fraudulent
“.Clicks on a URL ' Attacker  Attacker creates a / . Resources
e > N~ ! Command & uses lateral temporary account stopped by
N/ Control movement  (Global Admin). Y incident support.
---- > l"""): | == | === :I |'I | ~
8Q(Q\ \\\ /l | I_I
Userbrow;es ‘\_“_/’ N N SSS2 s -
toawebsite Eyploitation User account is Privileged Target A new Deployed  Detected not to
& Installation compromised account subscription Resource  NC6s_v3 VM ;have access to
compromised compromised Group Scale Sets. / tenant
added. Compromised
Resources starfed.
Timeline o0 o0 X ® *—mmmmm DY ST < 0--0
13t of March 13t of March 14t of March ~ 16% of l\/lafch 315t of March 315t of March

$1100/month ¢ $1100/month
Azure Consumption /



The 5 steps >»

Either enforce MFA for every login on
the Microsoft admin portals (especially

1 Enforce MFA, FIDO2, Windows Hello the Microsoft Azure portal) and / or
leverage the use of FIDO2 hardware keys

or Windows Hello.
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Demo

MFA



The 5 steps > »

1 Enforce MFA, FIDO2, Windows Hello
Limit the accounts leveraging the Role

Based Access Controls so that a
2 Role Based Access Controls compromised account cannot disable
the taken mitigations



The 5 steps > »

1 Enforce MFA, FIDO2, Windows Hello

2 Role Based Access Controls
Within partner center (CSP Direct) or at

most Indirect Provider portals you can
3 Budget & Anti Fraud Alerts set alerts when the consumption nears a

certain threshold. This allows you to
quickly react to a possible attack.



Anti fraud alerts




Demo

Anti Fraud Alerts



The 5 steps

1
2
3

Enforce MFA, FIDO2, Windows Hello

Role Based Access Controls

Budget & Anti Fraud Alerts

With the master admin account
(protected by a FIDO2 Key) create
specific accounts (with RBAC) for specific
deployment tasks and limit these
accounts through Azure Policies.



Demo

Azure Policies



The 5 steps

1 Enforce MFA, FIDO2, Windows Hello
2 Role Based Access Controls

3 Budget & Anti Fraud Alerts

Turn on Microsoft Defender for Cloud
(This is FREE for Subscription
management!) and check the Secure
Score for that Azure subscription.
Leverage the advice to increase this.

5 Secure Score



Microsoft Defender for Cloud overview

Leveraging
Azure Arc

Strengthen your cloud Protect your multicloud
security posture and hybrid workloads
Secure Policies and Aut i S Cloud native Databases and
score compliance utomation ervers workloads storage
Azure service loT
layers devices

Q Streamline security management




The security dashboard

« Unified resource view

- All your cloud resources in one place:
Azure, AWS, on premises and other clouds

- Focused views for security posture,
compliance, and workload protection

« Clear & simple view

- ldentify all your security related stats
at a glance

« Emphasis on visibility & clear KPls
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Improve your secure score >

0 Workload protections

Resaurce coverage

100% For full protection, enable 10 resource plans
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Firewall policies
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Security alerts
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x
Insights
Most prevalent recommendations (by resources)
Y5 Security groups should only allow unrestricted incoming traffic fo. 217
EC2 security groups should be removed 215
groups should not allow unrestricted access to ports with 213
allow ingress from 0.0.0.0/0 to por 151
lated security misce
.Q Some machines in your tenant are in subscriptions with Defender
for Cloud enabled, but they're reporting to workspaces that don't
have Defender for Cloud enabled. To receive Defender for Cloud's
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fender for Servers should be enabled on your 1
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Security posture management
with secure score

Gain insights into the security state of your
cloud workloads across Azure and AWS

Address security vulnerabilities with
prioritized recommendations

Improve your secure score and overall
security posture in minutes

Speed up regulatory compliance

Granular control of secure score




Demo

Defender for Cloud — Secure Score



=@ Microsoft Security

DAP & GDAP

Bonus




De oude situatie

Partner X

Klant A Klant C




Wat gaat er veranderen?

GDAP

oA | ___GDAP

Level of access / roles Global Admin + Helpdesk Agent Custom
Relationship Timeline Indefinite Max 2 years
Invitation Link Same for every customer Custom for every customer
Security Group Assignment

Activity Logs

Access to S&C center

PIM support



Voorbeeld
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GDAP bulk migration tool

GDAP Bulk Migration Tool.
Please choose an option..

Download operations:
1. Download eligible customers list
Download eligible customers for very large list (compressed format)
. Download Example Azure AD Roles
Download Partner Tenant's Security Group(s)
Download existing GDAP relationship(s)

GDAP Relationship operations:
6. One flow generation
7. Create GDAP Relationship(s)
8. Refresh GDAP Relationship status

Provision Partner Security Group access operations:
9. Create Security Group-Role Assignment(s)
10. Refresh Security Group-Role Assignment status

GDAP bulk migration tool - Partner Center | Microsoft Docs



https://docs.microsoft.com/en-us/partner-center/gdap-bulk-migration-tool

Handson Lab

https://aka.ms/MBPLab
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Thanks!

e

pai

antapns

R

bt

mrs"""'mw

g
g
- sk
¢ s

e

ety 6"

st

gainn el

- o ®» o o

e




	Slide 1: Betere beveiliging voor MKB klanten
	Slide 2: Agenda
	Slide 3: The world is transforming rapidly
	Slide 4
	Slide 5: More than Technology
	Slide 6: Zero Trust
	Slide 8: Principles of Zero Trust
	Slide 9: Zero Trust components
	Slide 10: Zero Trust Approach from Microsoft
	Slide 11: Microsoft Zero Trust Capabilities
	Slide 12: Video Phishing attack
	Slide 13
	Slide 14
	Slide 15: Voordat we verder gaan
	Slide 16
	Slide 17: The 5 steps
	Slide 18: Demo
	Slide 19: The 5 steps
	Slide 20: The 5 steps
	Slide 21: Anti fraud alerts
	Slide 22: Demo
	Slide 23: The 5 steps
	Slide 24: Demo
	Slide 25: The 5 steps
	Slide 26: Microsoft Defender for Cloud overview
	Slide 27: The security dashboard
	Slide 28: Security posture management with secure score
	Slide 29: Demo
	Slide 30: DAP & GDAP
	Slide 31: De oude situatie
	Slide 32: Wat gaat er veranderen?
	Slide 33: Voorbeeld
	Slide 34: GDAP bulk migration tool
	Slide 35: Handson Lab
	Slide 36: Thanks! 

